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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are
solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer is currently working.

However in no circumstances neither the trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.
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Reversing & Malware Analysis Training

This presentation is part of our Reverse Engineering & Malware Analysis Training

program. Currently it is delivered only during our local meet for FREE of cost.

For complete details of this course, visit our Security Tralnlmml?J
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Who am |

Monnappa
= moOnna
= Member of SecurityXploded (SX)
= Info Security Investigator @ Cisco
= Reverse Engineering, Malware Analysis, Memory Forensics
= GREM

=  Email: monnappa22@qgmail.com,

=  Twitter: @monnappa22

= |inkedin: http://www.linkedin.com/pub/monnappa-ka-grem-ceh
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What is a Rootkit?

Program that perform system hooking or modifies functionality of OS
Hide files, processes, other objects to conceal its presence

Intercepts and alters the normal execution flow

Can contain both user mode and kernel mode components

Some rootkits can install as device drivers

Types: User Mode and Kernel Mode Rootkits
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User Mode Rootkits

Runs in Ring 3
Hooking in user space or application space

Some common user mode Rootkit techngiues:
- IAT (Import Address Table) hooking
- Inline API hooking

Rootkit need to perform patching in the memory space of every running applic
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Kernel Mode Rootkits

> RunsinRing 0
> System hooking or modification in kernel space

> Some Kernel mode Rootkit techniques:
- SSDT (System Service Descriptor Table) hooking
- DKOM (Direct Kernel Object Manipulation)
- IDT (Interrupt Descriptor Table) hooking
- Installing as Device Drivers
- Driver IRP hooking
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NOTE

> Rootkit Theory and Techniques will be covered in depth in our Advanced Training Series. This
session focuses on the Rootkit Analysis.

> Because of the time constraint, the demo uses a script “sandbox.py” which automates the behavioural
analysis and memory analysis discussed in the Part 8 (Malware Memory Fornesics) and Part 9
(Advanced Malware Analysis) of the training session.

http://nagareshwar.securityxploded.com/2012/06/16/training-session-part-8-%E2%80%93-practical-reversing-iii-memory-forensics/
http://nagareshwar.securityxploded.com/2012/07/15/training-session-part-9-%E2%80%93-practical-reversing-iv-advanced-malware-analysis/

> “sandbox.py” uses the tools CaptureBat (file, processs, registry activity), tshark (network activi
InetSim (simulating the services like dns, http, smtp) and Volatility (Memory Forensics)to produce
the results. All these tools were discussed in Part 9 (Advanced Malware Analysis) of the training
session.
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DEMO 1

(MADER - SSDT HOOKING )

http://voutu.Be/5cld2hukfbu


http://youtu.be/5cLd2HukfbU
http://youtu.be/5cLd2HukfbU
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percent

HTTP Requests by HTTP Host 0.037162
www.in-t-e-r-n-e-t.com 0.037162 100.00%
/bootup.exe.xml 0.037162 100.00%
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Type
PsSetCreateProcessNotifvRoutine

Callback

Owner
aptureProcessMonitor.sys

PsSetCreateProcessNotifyRoutin 0xb834e050 core.sys

IoRegisterFsRegistrationChange
IoRegisterFsRegistrationChange
KeBugCheckCallbackListHead
KeBugCheckCallbackListHead
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
KeRegisterBugCheckReasonCallback
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification
IoRegisterShutdownNotification

Dxbabccé
0xba6e34h8
Oxba5f45ef
0x806d77cc
Oxbad70ab8
Oxbad70a70
Oxbad70a28
Oxba51clbe
Oxba51lclle
0xba533522
0xbadb65be
Oxba53fcé6a
0xba53fc6a
0xb9062c908
Oxba53fc6a
Oxbaaebc74
Oxbadb65be
Oxba53fc6a
Oxbadb65be

b Sr.sys

fltMgr.sys
NDIS.sys (Ndis miniport)

hal.dll (ACPI 1.0 - APIC platform UP)

mssmbios.sys (SMBiosData)
mssmbios.sys (SMBiosRegistry)
mssmbios.sys (SMBiosDataACPI)
USBPORT.SYS (USBPORT)
USBPORT.SYS (USBPORT)
VIDEOPRT.SYS (Videoprt)
Fs_Rec.SYS (\FileSystem\Fs_Rec)
VIDEOPRT.SYS (\Driver\VgaSave)
VIDEOPRT.SYS (\Driver\RDPCDD)
vmhgfs.sys (\FileSystem\vmhgfs)
VIDEOPRT.SYS (\Driver\vmx_svga)
Cdfs.SYS (\FileSystem\Cdfs)
Fs_Rec.SYS (\FileSystem\Fs_Rec)
VIDEOPRT.SYS (\Driver\mnmdd)

Fs Rec.SYS (\FileSystem\Fs Rec




0x0019: 0xb834e74e (NtClose) owned by core.sys

0x0029: 0xb834e604 (NtCreateKey) owned by core.sys
0x003f: 0xb834e6a6 (NtDeleteKey) owned by core.sys
0x0041: 0xb834e6ce (NtDeleteValueKey) owned by core.sys

0x0062: 0xb834e748 (NtLoadKey) owned by core.sys
0x0077: 0xb834e4a7 (NtOpenKey) owned by core.sys
0x00cl: 0xb834e6f8 (NtReplaceKey) owned by core.sys
0x00cc: 0xh834e720 (NtRestoreKey) owned by core.sys
0x00f7: 0xb834e654 (NtSetValueKey) owned by core.sys
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DEMO 2

(PROLACO - PROCESS HIDING USING D

http://youtu.be/J70du8OkBYs


http://youtu.be/J7odu8OkBYs
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Offset Local Address Remote Address

0x091c8428 192.168.1.100:1036 192.168.1.2:25
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% Process Explorer - Sysinternals: www.sysinternals.com [ROOT-28A42141AA\Administrator] ek
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Dumping the hidden process

Dumping the hidden process from memory and submitting to VirusTotal confirms the presence of malicious hidden
process

~/Volatility# python vol.py -f prolaco.vmem procexedump -o 0x0921aa30 -D dump
Volatlle Systems Volatility Framework 2.0
S o e o o e o e o o e o o e R o e o o e o o o o o e o o o e e o o o o e o o o o e o e o o e o o i o o e o e e o o e o e e o o e o
Dumping prolaco.exe, pid: 1080 output: eﬁecutable.loeo.exe
root@bt:~/Volatility# 2
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DEMO 3

(DARKMEGI/WALTRODOCK — INSTALLS DEVICE D

http://youtu.be/ZAWfu-tRzrc
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) 112.527", "registry”, “SetValueKey", "C:\ \systea32\rundl132, exe”, "HKCU\Software\Microsoft \Windows\CurrentVersion\Explo
“B8/10/2012 20:50:12.542", "registry”, “SetValueKey", "C:\|
“8/10/2012 20:50:12.542%, "registry”, “SetValueKey", "C:\

“8/10/2012 20:56:12.542", "registry”, “SetValueKey", "C:\ \system32\rundll32,exe", . "HKCU\Software\Mic rosoft\ihdm\tlrulﬂmxu\lnnr :

33.136", "registry”, "SetValueKey” rogran Files\Internet Explorer LEXE", "BKCU\Software\Microsoft\Internet Explorer\Zoon\ResetTe

33 IJC".“ushtry'.’SﬂValmy rogran Files\Internet Explorer\ ORE.EXE", "BKCU\Software\Microsoft\Internet Explorer\Zoom'\ResetZo
136", "registry”, "Sothlud(ty‘.'t ORE.EXE", "MKCU\Software\Microsoft\Internet Explorer\Zoom\ZocaFa:

33.183", "registry”, "SetValueKey™, DRE.EXE", "HKCU\Software\Microsoft\Internet Explorer\Zoom\ZooaFa:

33,277", "process”, "created”, "C:\Program Files\Internet Explorer\ ORE. EXE","C: \I!M\syst-u\vonhil exe"

33,433", "process"”, "terminated”, “C:\Program Files\Internet Explorer\IE) EXE" C: \m\systnil\nrchtd exn”

3.480", "process”, "created”, "C: \WINDOWS \explorer, ou"."Cx\lalﬂlﬁ\syu-n\nrdsid exe"

33.433", "registry”,"SetValueKey","C:\Program Files\Internet Explorer\IEXPLORE.EXE", "HKCU\Software\Microsoft\Windows\CurrentVersion\Shell

\Program Files\Internet Explonr\lﬂ'l.ﬂ!.ﬂ!".“Ilw\ﬁnnn\lknuh\lnnmt Explorer\Security\An
33.542", "process"”, "terminated”, “C: \WINDOWS\explorer.exe", “C: \WINDONS\systen32\verclsid.exe*




4 0.000198 192.168.1.100 -> 8.8.8.8 DNS 79| Standard queryIA images.hananren.com
5 0.019352 8.8.8.8 -> 192.168.1.100 DNS 95| Standard query response A 192.168.1.2

36 20.558470 192.168.1.100 -> 4.2.2.2 DNS 76 Standard query A go.microsoft.com
37 20.583756 4.2.2.2 -> 192.168.1.100 DNS 92 Standard query response A 192.168.1.2

8/ LD
:'_'::: " GET /28111230, jpg HTTP/1.1
1*:"‘ tp ost: ilages.banal.cu ;
8§20 tp | aen 0 3 ¥ ORp3 h 5.6 1ndo
=
'll=i‘ P Fa DRl N TS
10 13“ tp *:';il - quest URL: http://images.hananren.con/28111238.3pg
Ei ~ : o ....! ) - U
2012-18 !,’E;J p il .
i o i s :
s et i oo :
= lll‘i‘ P ﬁl'li =
2012.16 16297] [http 30/2cp 16355 '
18207] [htty 8395 : .
18297] [htts 3395 =




PssétLoadImageNotifyRoutinc Oxb6a6eal® com32.sys
Pt a3 A & NO vRKOuUu 2 UXDadTAq D 4 ) M Iro &

pReg e sReg 3 » 3 ge § DAL
o 0 g b g
( 0 U )
o g ' ' A d
2 3 0 d h SM
q q 0 b bad hio MB
o _ o o 0 mssmbio SM
o o 0 b USBPOR SBP
o] Q2 = \Z'Q‘ SBF
. DEOP Vic
..... &

[DEOPR D

40 u-'-.. » - J
el i i
< ) [47h4 ;

1 \ » K Oxbad D 0 -
GenericKernelCallback Oxb6abeald com32.sys

¢




Examining the driver
The driver creates a device and accepts control codes from usermode programs

rootidbt:~/Volatility# python vol.py -f darkmegi.vmem devicetree | grep -i -A3 -B3 com32
Volatile Systems Volatility Framework 2.0
---| DEV 0x894fa728 Serial® FILE DEVICE_SERIAL_PORT
| ATT ©0x891754d8 (unnamed) - ‘\\Driver\\serenum' FILE_DEVICE_BUS_EXTENDER
DRV 6x0937e8b0 ‘'\\Driver\\Win32k'
DRV 0x09383618 '\\Driver\\Com3i2'
~~-~| DEV 0x89439030 NpcDark FILE EEVICE __UNKNOWN
DRV BxoYacsaes '\\urive?\\gameenum' "
---| DEV 0x893e3890 (unnamed) FILE_DEVICE_BUS_EXTENDER

rootiEht:~/Volatility® python vol.py -f darkmegi.vmenm driverirp -r com32
Volatile Systems Volatility Framework 2.0
IRP IrpAddr IrpOwner

g

‘Con32’ IRP M _CREATE BxbGate368  comi2.sys
‘Con32' IRP_M]_CREATE NAMED PIPE 0x8041354a  ntoskrnl.exe

‘Comn32' IRP_MJ_CLOSE OxbGabe3B8  com32.sys

‘Com32' R Gx8041354a ntoskrnl.exe
‘Comn32' RP_MJ_WRITE 0x8041354a ntoskrnl.exe
‘Com32’ RP_MJ_QUERY_INFORMATION 0x804f354a ntoskrnl.exe
‘Con32' IRP_MJ_SET_INFORMATION 0x804f354a ntoskrnl.exe
‘Com32' IRP_MJ)_QUERY_EA 0x8047354a ntoskrnl.exe
‘Com32" IRP_M] _SET_EA 0x8047354a ntoskrnl.exe

‘Com32' IRP_M FLUSH BUFFERS Gx804f354a ntoskrnl.exe

‘Com32' IRP_MJ_QUERY_VOLUME INFORMATION 0x8041354a ntoskrnl.exe

‘Com32' IRP_MJ_SET VOI.IIE INFOWTIM 0x804f354a ntoskrnl.exe

‘Com32’ IRP M DIRECTORY CONTROL 0x8041354a ntoskrnl.exe

‘Com32°* IRP_MJ FILE SYSTEM_CONTROL 6x804f3%4a ntoskrnl.exe
‘Com32’ InpP ' _MJ_DEVICE ! CONTROL Oxb6a6e322 com32,.5ys
‘Com32"' TRET NJ_XNTERNAL DEVICE_CONTROL 0x8047354a  ntoskrnl.exe
‘Com32' 0x8041354a ntoskrnl.exe
‘Com32' 0x804f354a ntoskrnl.exe
‘Com32" X 0x804f354a ntoskrnl.exe

0xb6atefdd ‘Com32' IRP ' M) _CREATE_MAILSLOY Bx804f354a ntoskrnl.exe

0xb6atedo ‘Com32"' IRP_MJ1_QUERY_SECURITY 0x804f354a ntoskrnl.exe

illlll'llll
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Device and Driver object

Examining the device and driver objects shows the base address and address of DriverEntry routine

b>> dt (" _DEVICE_OBJECT", 6x89439830)

>>> dt("_DRIVER_OBJECT", 2300065304)
[CType _DEVICE_DBJECT] @ 0x89439030

[CType DRIVER OBJECT] @ 06x89183618

: ReferenceCount

2 DrxverOb]ect

"+ NextDevice
: AttachedDevice

: Currentirp

: Timer

: Flags

: Characteristics

: Vpb

: DeviceExtension

: DeviceType

: StackSize
: Queue

: AlignmentRequirement

: DeviceQueue
: Dpc
: ActiveThreadCount

: SecurityDescriptor

: Devicelock
: SectorSize

: Sparel
: DeviceObjectExtension

: Reserved

NGO W
£

Hucocogooo o

2302906468
0
2382906512
2302906532
0
3774878712
2302906572
0
0
2302966600
0

300065304

: Type

: Size

: DeviceObject

: Flags

: DriverStart

: DriverSize

: DriverSection

: DriverExtension
: DriverName

: HardwareDatabase
: FastIoDispatch
: DriverInit

: DriverStartlIo

: DriverUnload

: MajorFunction

4
168
2302906416
18
3964389632
26224256
2298147056
2300065472
\Driver\Com32 |
2154236640
0
3064391252 |
0
3064390400




DriverEntry routine

Examining the DriverEntry routine shows the presence of a DLL “com32.dII”

$.7.Xx..LS..|S..
e livilire
3. *[...com32.dl |

M. I(LMLMLLT..
U+ MM <,
AR BT

5 < L Pt o
E..p(.u..u..
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“: IDOM'S [MAGEHI
;h ND WS shinE
)8 DOMS Genral.D
dd( )9b DOWS 12\ AD
088 % ‘Y (5 .
b4 d (IND
0004 % 0 ole
12¢ o ot OLEAL
hef 5 DO 32\ MSACH
A* ) 0 (ERSTO
JCON 31700 Do 3 M 33
3: 37606 (INDOMS SH
b40( DO U WV
+ad ) 3801 DOWS 3 T
763 21d0of NDOMWS 32.0
' & 103¢ DOMS b
. 9x5d098500 )90 DOMS 0 d
10000860 fx 102000 CoA\NTHNDORS \syntasdd  comi2 dl1 ==

.vmem dlldump -p 1112 -b ©x16060600 -D dump
0 output: module.1112.94e6260.




Dumping the Device Driver
Dumping the driver after determining the Driver’s base address

>>> dt("_DRIVER_OBJECT", 2300065304)
CType _DRIVER_OBJECT] @ O0x89183618
: Type 4
: Size 168
: DeviceObject 2302906416
: _Flaas 18
: DriverStart 3064389632 |
: DriverSize 26224256
: DriverSection 2298147056
: DriverExtension 2300065472
: DriverName \Driver\Com32
: HardwareDatabase 2154236640
: FastIoDispatch 0
: DriverInit 3064391252
: DriverStartlo 6]
: DriveruUnload 3064390400
MajorFunction -
b>> hex(3064389632)
Obeaﬁeeoe"

root@bt:~/Volatility# python vol.py -f darkmegi.vmem moddump -o 6xb6a6e600 -D dump
olatile Systems Volatility Framework 2.0
Dumping com32.sys, Base: b6a6e0860 output: driver.b6a6ed80.sys
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DEMO 4

(CARBERP - SYSCALL PATCH AND INLINE HOOKS

http://youtu.be/ui glLl3 w7A



http://youtu.be/ui_qLL3_w7A

"8/10/2012 0:38:43.126","file", "Write","C:\nalware_analysis\carberp.exe”,"Ci\Docunents and Settings\Administrator\local Settimgs\Temp\~TH5,
"8/10/2012 0:38:43.126","file", "Write","C:\nalware_analysis\carberp.exe”,"C:\Documents and Settings‘\Administrator\local Settings\Temp\~TN5,
:38:43.142","file", "Delete”, “C:\malware_analysis\carberp.exe®,"C:\Documents and Settings\Administrator\Local Settings\Temp\-THS
138:43.157", "file", "Write","C:\malware_analysis\carberp.exe”,"C:\Documents and Settings\Administrator\local Settimgs\Temp\6.tmp
"8/10/2012 9:38:43.157","file", "Write", “C:\nalware_analysis\carberp.exe”,“C:\Documents and Settings\Administrator\Local Settings\Tenmp\6.tnp
"8/18/2012 0:38:43.188", "process", "created", "C:\malware_analysis\carberp.exe”,"C:\WINDOWS\explorer.exe"
"8/10/2012 0:38:43.188","process”, "terminated”,"C:\Program Files\VMware\VMware Tools\VMwareUser.exe”,"C:\malware_amalysis\carberp.exe"
"8/10/2012 9:38:43.392","file”, "Write", "C:\WINDOWS\explorer.exe", “C:\Documents and Settings\Adninistrator\Local Settings\Temp\7.tmp"
"8/10/2012 0:38:43.392","file", "Write","C:\WINDOWS\explorer.exe","C:\Documents and Settings\Administrator\Local Settings\Temp\7.tmp"
:38:43.392", 'fiu' "vrite" *C: \Vlm\ewlorer.ue".'c.\nocmts and Settings\Administrator\Local Settings\Temp\7, tu

43,9387, "process”, "created”, "C:\WINDOWS\explorer.exe™, "(: \WINDOWS\system32\svchost.exe™
43.923","file", "Delete”, \systen32\svchost.exe®,"(:\Documents and Settings\Administrator\Local Settings\Temp\12.t
143.954", "file", "Write","C:\ \systen32\svchost.exe","C:\Documents and Settings\Administrator\local Settings\Temp\l4.
43,9547, "file", "Write","C:\ \systen32\svchost.exe","C:\Documents and Settings\Administrator\Local Settings\Temp\l4.
43,954, "file", "Write","C:\ \systen32\svchost.exe","C:\Documents and Settings\Administrator\Local Settinmgs\Temp\l4.t
:38:43.9547, "file", "Write","C:\WINDOWS\systea32\svchost.exe","C:\Documents and Settings\Administrator\Local Settings\Temp\l4.
§:38:43.954%,"file”, "Write","C:\ \system32\svchost.exe","C:\Documents and Settimgs\Administrator\Local Settings\Temp\l4.t
:43.954", "file"”, "Write","C:\ \systu!Z\svcbost.ue'.' :\Documents and Settings\Administrator\Local Settings\Temp\l4.
143,954, "file”, "Write","C:\ \system32\svchost.exe","C:\Documents and Settimgs\Administrator\Local Settings\Temp\l4.
=43, 954' 'flle","bnte".'t \ \systun\svcbost exe",” ini i

$ ARINDURD |\ S) =Es

:38:
38:
:38:
:38:




0.000000 192.168.1.100 -> 4.2.2.2 DNS 71 Standard query A 66kooum.com
0.000218 192.168.1.100 -> 4.2.2.2 DNS 71 Standard query A 66kooum.com
0.020771 4.2.2.2 -> 192.168.1.100 DNS & andard query response A 1° g
0.029474 4,2.2.2 -> 192.168.1.100 DNS 87 Standard query response A 192 168

HTTP/Requests percent

HTTP Requests by HTTP Host 0.013625
66kooum. com 0.013625 100.00%

/set/first.html 0.002271 16.67%
/cfg/passw.plug 0.002271 16.67%
/cfg/debot 0.002271 16.67%
/cfg/stopav.plug 0.002271 16.67%
/cfg/miniav.plug 0.002271 16.67%

/set/task.html : 0.002271 16.67%




Submits process information

Submits process information on the system to the command and control server

:44] [19593] [http 80/tcp 19689] [192.168.1
:44] [19593] [bttp 80/tcp 19689] [192.168.1,100:1037] recv:(Host: 66kooun,com [
44] [19593] [http 86/tcp 19689] [192.168.1.100:1037] recv: User-Agent: Mozilla/4.0 {compatible; MSIE 7.8; Windows NT 5.1)

1.100:1637] recw:($6§1 /set/first.htal HTTP/1.1 )
y .
1
44] [19593] [http 88/tcp 19689] [192,168.1.100:1037] recv: Accept: text/html
1
1

44] [19593] [http 80/tcp 19689) [192.168.1.100:1037) recv: Connection: Close

44] [19593] [http 806/tcp 19689] [192.168.1.100:1037] recv: Content-Type: application/x-www-form-urlencoded

44) [19593] [http 80/ /tcp 19689] [192.168.1.100:1037) recv: Content-Length: 471

44)] [19593] [http 80/tcp 19689 [192.168.1.100:1037] recv: <(ROSIDATAJ>

44] [19593] [http 88/tcp 196B9] [192.168,1,106:1037] info: POST data stored to: /var/Lib/inetsin/http/postdata/BdbcBfficf5d28c67353cheb2]
44) [19593] [http 86/tcp 19689] [192,168,1,100:1037) info: Request UNL: http://Gokooun,com/set/1arst, henl

:44] [19593] [http 80/tcp 19689] [192.168.1.1068:1037] info: Sending fake file configured for extemsion 'html’,

CE RN R N R R

IVE b -
ild=debot0208CC8B2200136CDF477E4FA9770CESBA0S=Windowss20XP%205ervicet20Pack2036plist=systent2Csnssk2Eexet2Ccsrssi2Eexe
\2(uinlogon%2£exe%2(services%ZEexe&lClsassﬂZEexe%ZCvmacthlp\2£exe%2€svchost\ZEexeﬁzCsvchost%zEexe\ZCsvchost%ZEexe%ZCsv
chost%2Eexes2Csvchosts2Eexet2Cspool svi2Eexes2Cvmtool sd%2Eexed2Cvnupgradehel peri2Eexet2Cwmiprvse®2Eexet2Calgt2Eexet2Cex

ploreri2Eexe%2Cvawaretrayi2Eexei2Cvmwareuseri2Eexef2Cwuaucl ti2Eexet2Ccapturebati2Eexes2Csvchosti2Eexes2Csvchosti2Eexe
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SYSCALL Patch

Patches SYSCALL in ntdll.dll to hide its presence

coonoeT oo s - L — R _ ooomas

=xnlorer exe[1432] syscall ntdil.dl 1 NtOuery31r=t?or|F 1e[6x7c83d738] Gx c38fe§ MOV FDJ Gx1138f63 |UNKth\. y =
explorer.exe[1432] syscall ntdll.dLUNtResumeThread[6x7c96db28] Ox1d38fd8 MOV EDX, Ox1d38fd8 (UNKNOWN) <
explorer.exe[1432] syscall ntdll.d11!ZwQueryDirectoryFile[6x7c98d758] Ox1d38fe8 MOV EDX, Gx1d38fed (UNKNOWN) NT
explorer.exe[l432] syscall ntdll.dll!ZuResumeThread|0x7c90db26] Gx1d38fd8 MOV EDX, 6x1d387d8 (UNKNOWN)

>>> cc(pid=1432)

Current context: process explorer.exe, p1d=1432 ppid=1128 DTB=0xf5c0260

>>> dis(0x7c90d750)
b891000000
bae88fd301
ffl2
c22c00
90
b892000000
bat003fe7f
ffl2
c21c00
90
b893000000
ba0003fe7f
ff12
c22400

MOV EAX, 0x91

MOV EDX, 0xld38fe8

. CALL DWORD [EDX]
RET 0x2c

NOP

MOV EAX, 0x92

MOV EDX, Ox7ffe0300
CALL DWORD [EDX]
RET 0Oxlc

NOP

MOV EAX, 0x93

MOV EDX, 0x7ffe0300
CALL DWORD [EDX]
RET 0x24
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Inline APl Hooks

Hooks API calls to steal http data, the hooking functions points to unknown location

explorer.exe[1432] inline wininet,dll!HttpSendRequestA[Ox7806cd40] 0x7806¢cd40 JNP Dx1d28e50 (UNKNOWN)
explorer,exe[1432] inline winipet.dll!HttpSendRequestExA[6x780cd3b6] Bx780cd3b6 JMP 0x1d28170 (UNKNOWN)
explorer.exe[1432] inline wininet.dll!HttpSendRequestExW[@x78873532] 0x78673532 JNP Bx1d28fal (UNKNOWN) A
explorer,exe[1432] inline wininet.dll!HttpSendRequestiW[0x780806825] 0x78080825 JMP Ox1d28e80 (UNKNOWN) /\ :
explorer.exe[1432] inline wininet.dll!InternetCloseHandle[8x7805da59] 0x7805da59 JMP Ox1d29800 (UNKNOWN) N
explorer.exe[1432] intine winipet.dll!InternetQueryDataAvailable[6x7806adf5) Ox7806adf5 JMNP 0x1d297d0 (UNKNOWN)
explorer.exe[1432] inline wininet.dl1!InternetReadFile[0x7806abb4] 0x7806abb4 JNP Bx1d29740 (UNKNOWN)
explorer,exe[1432] intine wininet.dll!InternetReadFileExA[0x780823e2] Ox78082ae2 JMP 0x1d29770 (UNKNOWN)
explorer.exe[1432] inline wininet.dll!InternetReadFileExW[0x78982aaa] 0x78082aaa JMP 0x1d297a0 (UNKNOWN)

>>> d1s(0x7806cd40)
0x7806cd40 e96hclch89 JMP 0x1d28e50
0x7806cd45 6ale PUSH 0x10

0x7806cd47 6a00 PUSH 0x@
0x7806cd49 17518 PUSH DWORD [EBP+0x18]
0x7806cd4c 7514 PUSH DWORD [EBP+0x14]
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Embedded Executable

Dumping the embedded executable which was determined by examining the hooking function.

>>> db(0x1d20000)
01d20000 4d 5a
01d20010 b8 00
01d20020 00 00
01d20030 00 00
01d20040 Oe 1f

01d20050 69 73 is program canno
01d20060 74 20 t be run in DOS
01d20070 6d 6f

explorer.exe 1432 0x01d20000 Ox1ld3afffe VadS 0 PAGE_EXECUTE_READWRITE
Dumped to: /root/reports/malfind_out/explorer.exe.92da020.01d20000-01d3afff.dmp
0x01d20000 4d 5a 90 00 03 00 00 60 04 00 00 60 ff ff 00 00 T e g
0x01d20010 b8 00 00 00 00 0O 0O 00 40 0O 00 60 6O 00 00 60  ........ @.......
0x01d20020 00 00 00 00 60 0O 0O 00 0O 0O 0O 00 0O 0O 00 60  ............0000
0x01d20030 00 00 00 00 00 00 0O 00 0O 00 00 00 d8 00 00 00  ............000-
0x01d20040 ©Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68  ........ 1..L.!Th
0x01d20050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6fF is program canno
0x01d20060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 t be run in DOS
0x01d20070 6d 6T 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 mode....$.......
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Reference

~ Complete Reference Guide for Reversing & Malware

Analysis Training
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http://code.google.com/p/volatility/wiki/BasicUsage
http://code.google.com/p/volatility/wiki/BasicUsage
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